fall 18

VOL 17

PIMLMIC

MLMIC Insurance Company

a Berkshlre Hathaway company

Dateline  *

A NEWSLETTER FOR MLMIC-INSURED PHYSICIANS & FACILITIES

INSIDE MILMIC I C
nsurdance Ompélﬂy
New York State and New 3
York City Implement Stronger E B k h H b F 1
Protections Against Sexual nters er S Zre dt dw@/ dmz _y
Harassment in the Workplace
Case Study: 4 n July of 2016, MLMIC Insurance additional healthcare contacts and insights
y Y
Poar Docurnentatian.and Company entered into a definitive for MLMIC and allow it to expand its
Communication Make . s . - . .
Aneurysm Case Indefensible agreement to be acquired byll\.Iatlonal olffe.rmg? with more customized poh?y
Indemnity Company, a subsidiary of limits, risk-sharing features, and services to
Punitive Damages Awarded 8 Berkshire Hathaway Inc. That transac- individual practitioners, medical groups,
s tion has been finalized, and MLMIC and facilities large and small.
Destroying and Altering . f .
O —— is pleased to announce that we are now In the coming weeks, MLMIC poli-
MLMIC Insurance Company, a Berkshire cyholders can anticipate receiving further
‘T'E el 't,SeC” ”;yHOf i‘?tie”t L Hathaway Company. details on the enhancements to its services
nrormation an ealth P . . . - .
ifrrEtion Teehtology As a Berkshire Hathaway company, that this significant event will bring. To
MLMIC will bring policyholders further receive the latest information in real time,
MLMIC Research Library Update | 1

MLMIC.com

peace of mind, knowing we will be able
to offer an even higher level of financial
security. MLMIC is now a member of a
group that includes other insurers that
specialize in providing medical profession-
al liability insurance coverage to health-
care providers. This affiliation will afford

policyholders and their staff and representa-

tives are urged to visit MLMIC.com to sign

up for MLMIC’s Blog and Twitter feeds.
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or go to MLMIC.com for additional

contact information. **
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In this second installment of Dateline’s series on Electronic Health Records, we look at
the three major storage options for medical practices of all types and examine their relative

advantages and disadvantages.
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that mandates the exercise of due
diligence to assess the capabilities
of available storage systems. The
major difficulty lies in weighing the
relative risks and benefits of each
alternative prior to reaching a deci-
sion that results in ease of authorized
access and HIPAA compliance.
Performance, services, customer sup-
port, data security, cost, and incident
and disaster response are some of the
variables that must be carefully ana-
lyzed for informed decision-making
that yields the most suitable choice
for a healthcare practice. It is impor-
tant to understand where generated
data will reside and how this can
potentially impact operations and
patient satisfaction.

There are three basic options
to select from for the electronic
storage of protected health informa-
tion (PHI): on-site; cloud based;
and hybrid. The primary benefit
offered by having PHI storage on
the premises of a healthcare provider
or facility is the ability to maintain
greater control over access to and the
physical location of EHRs. A wireless
internet connection is not required
so that there is less risk of downtime
or external cyberattacks. The most
significant drawback to hosting a
server on site is the sizable initial
capital investment required for the
purchase of equipment and software,
as well as the ongoing costs. System
management, maintenance, updates,
and backups must be performed on a
routine basis by experienced IT staff.
The provision of designated physical
storage space that offers protection
from fire, floods, and other disasters,
as well as cooling costs, contribute to
overhead. Other factors to consider
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include: the expense of employ-

ing knowledgeable I'T support; the
potential for physical server HIPAA
breaches; the responsibility for per-
forming regular backups; and lack of
remote accessibility to data.

Cloud technology involves the
internet-based sharing of computing
resources, and transmission of data
to and from connected devices on
demand. A cloud-based system does
not involve the burdensome invest-
ment in expensive hardware on the
premises of a healthcare provider
or facility. This option allows for a
simplified, flexible, and cost-effective
alternative for dara storage as leas-
ing fees paid to an off-site service
provider are typically based on actual
storage needs. Data remains acces-
sible by a healthcare practice from
any computer with an internet con-
nection. Frequent data back-ups, as
well as encryption and automated
recovery capabilities, afford better
security protections from the poten-
tial consequences of a natural disaster
or data breach.

However, cloud storage of PHI

can potentially compromise the
smooth operation of a healthcare
practice because access to data is
impossible if the internet connection
is lost. Dara recovery can be time-
consuming, which may negatively
impact the delivery of healthcare
services. In addition, lack of control
over the server can result in security
implications and HIPAA violations
stemming from third-party access to
PHI. HIPAA specifies that a signed
Business Associate Agreement that
outlines permitted and required uses
and disclosures must be obtained
from the chosen data storage vendor.'
The option of a hybrid system
for the storage of PHI consists of a
combination of onsite and cloud-
based solutions. Maintaining some
onsite server hardware is advanta-
geous because there is no need to
rely on continuous access to the

1. https://www.hhs.gov/hipaa/for-profes-
sionals/special-topics/cloud-computing/
index.heml.

































